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Challenges: 

Internet Like a Huge, Distributedly Owned, Industrial Process

• Lack of observability Control/Optimization Complexity

• Complex anomaly detection, diagnosis & troubleshooting

– malfunction, but also malicious

• Big Data

Sensors
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Big Data Problem:
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Structured

Unstructured
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Exabyte 1018 1.000.000.000.000.000.000 bytes

Michael Walker, Data Science Central
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Application problems:

Anomaly Detection

Estimation problems

Optimization

Classification

Exploratory analysis

MULTIVARIATE 
ANALYSIS
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Networkmetrics: MA for Computer Networks

Applications for Exploratory Analysis, Optimization, 
Classification, Anomaly Detection (≅ Chemometrics)

Most is Big Data by Definition (≠Chemometrics)
• 4 V’s: Tons of data, high speed, from lots of sources, many false 

alarms….
• Mostly unstructured Feature Engineering

Complex Data (≅ Chemometrics): 
• Fusion
• High dimensional
• N-way

10Exploratory Analysis in Big Data based on PCA and PLS
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Estimate TM

• Volume of traffic in links (Low Data 
Volume)

Traffic Matrix
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ROUTER A Link1 Link2
[12:09 7/23] 814768.00 31750774.00
[12:10 7/23] 909022.00 36295730.00
[12:11 7/23] 917352.00 36802806.00
[12:12 7/23] 884206.00 34970580.00
[12:13 7/23] 893056.00 35885934.00
[12:14 7/23] 881923.00 33974831.00
[12:15 7/23] 835326.00 32906544.00
[12:16 7/23] 864102.00 34287672.00
[12:17 7/23] 939600.00 37733404.00

1970-01-02 01:13:53,1970-01-02 
01:14:59,66.822,33.4.1.0,0.0.0.0,0,0,,......,0,0,25224,1320528,0,0,0,0,0,0,0,0,0,0,0.0.0.0,0.0.0.0,0,0,00:00:00:00:00:00,00:00:00:00:00:00,00:00:00:00:00:00,00
:00:00:00:00:00,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0.0.0.0,0/0

1970-01-02 01:14:55,1970-01-02 
01:16:14,79.112,33.4.1.0,0.0.0.0,0,0,,......,0,0,28614,1487928,0,0,0,0,0,0,0,0,0,0,0.0.0.0,0.0.0.0,0,0,00:00:00:00:00:00,00:00:00:00:00:00,00:00:00:00:00:00,00
:00:00:00:00:00,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0.0.0.0,0/0

1970-01-02 01:15:56,1970-01-02 
01:17:15,79.162,33.4.1.0,0.0.0.0,0,0,,......,0,0,26681,1387412,0,0,0,0,0,0,0,0,0,0,0.0.0.0,0.0.0.0,0,0,00:00:00:00:00:00,00:00:00:00:00:00,00:00:00:00:00:00,00
:00:00:00:00:00,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0.0.0.0,0/0

1970-01-02 01:16:57,1970-01-02 
01:18:16,79.072,33.4.1.0,0.0.0.0,0,0,,......,0,0,25757,1344764,0,0,0,0,0,0,0,0,0,0,0.0.0.0,0.0.0.0,0,0,00:00:00:00:00:00,00:00:00:00:00:00,00:00:00:00:00:00,00
:00:00:00:00:00,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0.0.0.0,0/0

1970-01-02 01:17:58,1970-01-02 
01:19:13,74.800,33.4.1.0,0.0.0.0,0,0,,......,0,0,15572,809744,0,0,0,0,0,0,0,0,0,0,0.0.0.0,0.0.0.0,0,0,00:00:00:00:00:00,00:00:00:00:00:00,00:00:00:00:00:00,00:
00:00:00:00:00,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0.0.0.0,0/0

Links: Low Volume

NETFLOW: High Volume

Tomography: Y (links) = R · X (Netflow)

Traffic Matrix



EXAMPLES

Networkmetrics: Multivariate Big Data Analysis in the Context of the Internet

Traffic Matrix

PCA + R

Lakhina A, Papagiannaki K, Crovella M., Diot C, Kolaczyk E.D, Taft N. Structural Analysis of Network Traffic Flows 
SIGMETRICS Perform. Eval. Rev.. 2004;32:61-72.

PCA (SVD)

Tomography

Multivariate (PLS) Model? X = b· Y
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GRAY MODELLING
PATH MODELLING

Traffic Matrix
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Traffic Matrix: 
Not Stationary, but CycloStationary (days, weeks)

18
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Network anomaly detection

20

IT Manager

Attacker

Average cost per record $154 in 2015
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Network anomaly detection
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Analysis & Visualization

Preprocessing

Parameterization
Interm. 
Param.

MEDA

MSNM

PCA

Source 1

Source S

. . .
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Paramet Inter
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Sou. N

Sys. 
logs Firewalls
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Traffic
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SO logs
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c_ccmsetup=5

Time FSPStateMessage ccmstup thread_4304

T=20s 1 5 4

T=40s 2 3 3

T=60s 1 3 3

T=80s 1 1 4

Feature-as-a-counter:
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Sys. 
logs Firewalls

IDS
Netflow

Traffic

SNMP

SO logs

… ……

…

t

features

…
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…

Definition of the features

Definition of 
the 

observations

The observations are the items or entities that may be identified as anomalous 

or normal:

• Obs = Time interval to identify anomalous intervals as soon as possible.

• Obs = Devices to identify attackers

• Obs as combinations

The features are the parameters 

that will be computed for the 

observations:

Nº of times of a given event

 Groups of Devices
 Types of alarmas

Feature-as-a-counter
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Handling Volume & Velocity

For variables  Kernel update

For observations Clustering

27

(𝑋′𝑋)𝑡 = λ · (𝑋′𝑋)𝑡−1 +  𝑋𝑡

′
·  𝑋𝑡

Paramet Inter

MEDA

MSNM

PCA

Sou. 1

Sou. N

Camacho, J. Visualizing Big data with Compressed Score Plots: Approach and Research Challenges. Chemometrics and 
Intelligent Laboratory Systems, 2014, 135: 110-125.

Compressed SP
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Paramet.

Interm.

MEDA

MSNM

PCA

Source
1

Master Device

Slave Device

Interm.
Low
PCA

Paramet.
Source

N
Interm.

Low
PCA

Slave Device

Cluster of Computers
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MSNM



EXAMPLES

Networkmetrics: Multivariate Big Data Analysis in the Context of the Internet 30

0 100 200 300 400
-200

-150

-100

-50

0

50

100

150

200

PC 1
P

C
 2          

        
      
          
      
  
 

 
 

      
  

     
      
   

10.2.230.132

  

 

 
 

  

 
 

    
 

 

10.2.128.180

  
 

 
 

   
 

   

10.2.230.174

 
 

 

 

MSNM



OUTLINE

The Internet & Networkmetrics

Examples

• Estimation

• Anomaly Detection

• Others

Conclusion

Tackling the Big Data 4 Vs for Anomaly Detection 31



EXAMPLES

Networkmetrics: Multivariate Big Data Analysis in the Context of the Internet 32Networkmetrics: Multivariate Big Data Analysis in the Context of the Internet

OTHER EXAMPLES

Optimization
https://youtu.be/mW1Q_MUFYs4

Camacho, J., Picó, J., Ferrer, A.J. Self-tuning run to run optimization of fed-batch processes using unfold-
PLS. AIChE Journal, 2007, 53 (7): 1789-1804.

https://youtu.be/mW1Q_MUFYs4
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MEDA Toolbox

https://github.com/josecamachop/MEDA-Toolbox

OTHER EXAMPLES

Exploratory Data Analysis

J. Camacho, R. Magán-Carrión, P. García-Teodoro, J.J. Treinen, "Networkmetrics: Multivariate Big Data 
Analysis in the Context of the Internet“, Featured paper in Journal of Chemometrics

https://github.com/josecamachop/MEDA-Toolbox
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CONCLUDING REMARKS

Multivariate Analysis tools can be extended to 
Networking for estimation, anomaly detection and 
optimization (Networkmetrics)

with new and interesting particularities and 
challenges

with challenges already solved in chemometrics and 
similar areas

Exploratory Analysis in Big Data based on PCA and PLS 35
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