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% Challenges:

¥ Internet Like a Huge, Distributedly Owned, Industrial Process

public exchange
- point

* Lack of observability = Control/Optimization Complexity
* Complex anomaly detection, diagnosis & troubleshooting
— malfunction, but also malicious

* BigData
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= Application problems: ULTIVARIATE

, ANALYSIS
v Anomaly Detection

v Estimation pro
¥ Optimization
¥ Classification

v Exploratory an

Networkmetrics: Multivariate Big Data Analysis in the Context of the Internet



THE INTERNET & NETWORKMETRICS %

http://nesg.ugr.es

2 Networkmetrics: MA for Computer Networks

v Applications for Exploratory Analysis, Optimization,
Classification, Anomaly Detection (= Chemometrics)

v Most is Big Data by Definition (#Chemometrics)

* 4V’s: Tons of data, high speed, from lots of sources, many false
alarms....

* Mostly unstructured =2 Feature Engineering

v Complex Data (= Chemometrics):
* Fusion
* High dimensional
* N-way

Networkmetrics: Multivariate Big Data-Analysis in Ahe \Coatextiefthie Interdetn PCA and PLS 10
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= Traffic Matrix
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100 0 44 46 22 55

12 34 0 130 12 12
60 32 204 0 32 45
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Network Monitoring
Network Optimization
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= Traffic Matrix

0 102 23 54 102 8047
100 0 44 46 22 55
H. — 12 34 0 130 12 12
t 60 32 204 0 32 45
@ 120 28 103 5 0 82

11005 34 54 114 73 0

Measure TM

* Pick every single packet (Huge Data
Volume)

* Netflow Sensor (High DV)
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= Traffic Matrix

-0 102 23 54 102 804
100 0 44 46 22 55
gl 12 3¢ 0 130 12 12

o t=| 60 32 204 0 32 45
‘ @ 120 28 103 5 0 82

11005 34 54 114 73 0 A

Estimate TM

e Volume of traffic in links (Low Data
Volume)
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ROUTER A Link1 Link2
[12:09 7/23] 814768.00 31750774.00

. . Links: Low Volume [12:107/23]  909022.00  36295730.00
= Trafflc Matrlx [12:117/23] 91735200  36802806.00

[12:12 7/23] 884206.00 34970580.00
[12:13 7/23] 893056.00 35885934.00
[12:14 7/23] 881923.00 33974831.00
[12:157/23] 835326.00 32906544.00
[12:16 7/23] 864102.00 34287672.00

NETFLOW: H |g h VQ| ume [12:177/23]  939600.00 37733404.00

1970-01-02 01:13:53,1970-01-02
01:14:59,66.822,33.4.1.0,0.0.0.0,0,0,,......,0,0,25224,1320528,0,0,0,0,0,0,0,0,0,0,0.0.0.0,0.0.0.0,0,0,00:00:00:00:00:00,00:00:00:00:00:00,00:00:00:00:00:00,00
:00:00:00:00:00,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0.0.0.0,0/0

1970-01-02 01:14:55,1970-01-02
01:16:14,79.112,33.4.1.0,0.0.0.0,0,0,,......,0,0,28614,1487928,0,0,0,0,0,0,0,0,0,0,0.0.0.0,0.0.0.0,0,0,00:00:00:00:00:00,00:00:00:00:00:00,00:00:00:00:00:00,00
:00:00:00:00:00,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0.0.0.0,0/0

1970-01-02 01:15:56,1970-01-02
01:17:15,79.162,33.4.1.0,0.0.0.0,0,0,,......,0,0,26681,1387412,0,0,0,0,0,0,0,0,0,0,0.0.0.0,0.0.0.0,0,0,00:00:00:00:00:00,00:00:00:00:00:00,00:00:00:00:00:00,00
:00:00:00:00:00,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0.0.0.0,0/0

1970-01-02 01:16:57,1970-01-02
01:18:16,79.072,33.4.1.0,0.0.0.0,0,0,,......,0,0,25757,1344764,0,0,0,0,0,0,0,0,0,0,0.0.0.0,0.0.0.0,0,0,00:00:00:00:00:00,00:00:00:00:00:00,00:00:00:00:00:00,00
:00:00:00:00:00,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0.0.0.0,0/0

1970-01-02 01:17:58,1970-01-02
01:19:13,74.800,33.4.1.0,0.0.0.0,0,0,,......,0,0,15572,809744,0,0,0,0,0,0,0,0,0,0,0.0.0.0,0.0.0.0,0,0,00:00:00:00:00:00,00:00:00:00:00:00,00:00:00:00:00:00,00:
00:00:00:00:00,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0-0-0,0.0.0.0,0/0

Tomography: Y (links) = R - X (Netflow)

Networkmetrics: Multivariate Big Data Analysis in the Context of the Internet
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= Traffic Matrix
v PCA +R PCA (SVD)

4

Y = U, S_AV;_LR {— Tomography

X ~ UsSa V),

Q=S4V,R

X =YQ'(QQ') 'S4V

Multivariate (PLS) Model? X = b- Y

Lakhina A, Papagiannaki K, Crovella M., Diot C, Kolaczyk E.D, Taft N. Structural Analysis of Network Traffic Flows
SIGMETRICS Perform. Eval. Rev.. 2004;32:61-72.
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= Traffic Matrix

%108

e e

| | &\ PATH MODELLING

ELLING

3 —
251
217 Real (Netflow) e
~ 7 PCA+R *  GeneralTomogravity
1.5 |7/ LS ’ - PLS |
—PLS PCA
1
1

0 200 400 600 BOO 1000 1200 1400 41600 1800 2000
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= Traffic Matrix:
¥ Not Stationary, but CycloStationary (days, weeks)

=
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5
15 x 10
W
© 10+
v
[&]
L))
L
o
T 5|
=
(%]
>
©
()]
0 ! 1 ! !
5 10 15 20
hour of the day # Variables
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% Network anomaly detection L

Security Breaches_qi 29_15

]
4 >(60)
1.2.0/24

uldns1

uldns2

IT Manager

nds

— 5 Ethernet Link
(oA Web filter Link

X Ethernet Link

o il AT m

== Micro Wave Link

Average cost per record $154 in 2015 ELE....MSM‘C“

rs Zones

" PUS=Public Server zone - Appliance
A k (X)=Security Level
tta C e r CAZ=Central Administration Zone %7 Firewall
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2 Network anomaly detection

T~
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Interm.
Param.

/ Preprocessing \ /

/ | N
Varlety Velocity Veracity

C.

Unsizueiurae  YORUIVIE
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Paramet

Traffic
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Feature-as-a-counter:

<I[LOG[ SCCM CONTOSO, COMILOG] > «<time="21:36:59,151 000" date='03-3cl-2f:llﬂ'E:nmpnnentfccmsetupwfl' thread="4304"
file="ccmsetup.cppd 5427

<[LOG[Updated security on objedt CYWindows\cemsetup' JLOG) = <time="21:36:59.167 000" date="03-30-2010" [cnmpnnent “cemsetup!

type="0" thread="4304" file="ccmsetup.cpp:8849°>
<[LOG[5ending Fallback 5tatus Point message, STATEID="100"]LOG]! > <time="21:36:59.183+000" date='DB-BU-EUID'[cnmpnnent='ccmsetup}a@t‘- ’
type="1"thread="4304" file="ccmsetup.cpp:9326">

<[LOG[5tate message with TopicType 800 and Topicld {S9EBFO2F2- 54FS-4E?E-BCC].-GEISEAC49CDEB} has been sent tcl the FSF']LCIG]'

»<time="21: 35 59,370 ﬂﬂﬂ date 0=2-30- Eﬂlﬂ cnmpnnent FSPStateMe:’.sage context=""type ead="

file='ccmsetup.cpp:265ltl'>
<[LOG[Detected 16747 ME free disk space on system drive JLOG] = <time="21:36:59.370+000" date='UB-SU-EDID'[cnmpnnent='ccmsetup'
type="1"thread="2928" file="ccmsetup.cpp:db3>

Time FSPStateMessage ccmstup thread_4304

T=20s 1 (5D 4
T=40s 2 3 3
T=60s 1 3 3
T=80s 1 1 4

Networkmetrics: Multivariate Big Data Analysis in the Context of the Internet 24
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features
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Definition of the features l

The features are the parameters
that will be computed for the
observations:

Feature-as-a-counter

Definition of
the
observations
N2 of times of a given event

v Groups of Devices
v’ Types of alarmas

\4

The observations are the items or entities that may be identified as anomalous
or normal:

 Obs =Time interval to identify anomalous intervals as soon as possible.
* Obs = Devices to identify attackers
* Obs as combinations

Networkmetrics: Multivariate Big Data Analysis in the Context of the Internet 26
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% Handling Volume & Velocity 0p " T, ]
40f o .2 ' Compressed|SP
¥ For variables = Kernel update e Tw f

PC 2

X'XD)e=AX'X)er + X - X,

. 943293

¥ For observations = Clustering

Camacho, J. Visualizing Big data with Compressed Score Plots: Approach and Research Challenges. Chemometrics and
Intelligent Laboratory Systems, 2014, 135: 110-125.
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1 Slave Device |
1
[
1

Source
1

00O | Interm.

Source
N

: Master Device
e T e Tl e Tl e i s Bl e T e i e e e T e e e R e T s B e e T e e Bl e J
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= MSNM

' nf_state_open'

nf_dport_dns'

6000
®
5000 } 3000
= o . L 6000 |
» Z
T 3000 [y T
w 73]
fa O 4000[*®
2000 .
[ 8
| &
1000 2000
0

500

1000 1500 2000 2500 3000

500

1000

1500 2000 2500 3000

http://nesg.ugr.es

Networkmetrics: Multivariate Big Data Analysis in the Context of the Internet

29



EXAMPLES %

http://nesg.ugr.es

= MSNM

200
6000 ' ' ' ' ' , 10.2.230.174
.y — 150 ® 10.2.230.132
5000 > 100 -
50 - N

4000 ¢ N 2o
© b @) 0 *
% T ol
T 3000 f3
n:".! -100
(]

2000 N 10.2.128.180 |

0 160 260 360 400
1000 PC 1

500 1000 1500 2000 2500 3000
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% OTHER EXAMPLES

¥ Optimization
https://youtu.be/mW10Q MUFYs4

=
~

Hr S
L _1pso

o
<)

Network connectivity
o o o
w B w

o
o

©
o

o

0 1 2

# of Relay Nodes

Camacho, J., Pico, J., Ferrer, A.J. Self-tuning run to run optimization of fed-batch processes using unfold-
PLS. AIChE Journal, 2007, 53 (7): 1789-1804.
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% OTHER EXAMPLES
v Exploratory Data Analysis

MEDA Toolbox ~ |== .=~

= | '
MATLAB 4\ MathWorks — . |  ODMRP
|
' TS T 2r o, ODMRP ODMRP
o =Y [ »ox e Yo ® | o
"o = | | — 1F APRL °. o ThRA ODMRP |
’ S o ™ O R @ o8 sTARA
. . > o & . ODMRP
Seowe Pt Lo pit —l T T T _JAPRL T &2 AODV T T T T &Shvmerp |
» ”A AODV AIpDV ODMRP
MEDA Sl eW™ L. sooy i
moa o .
Multivariate Exploratory (?) I AODV
Data Analysis | AODV
R——— 21 I 7
: AODV
= afihed  Lufid = 3T | T
| AODV
) | .
https://github.com/josecamachop/MEDA-Toolbox 4_5 0 5
Scores LV 1

J. Camacho, R. Magan-Carrion, P. Garcia-Teodoro, J.J. Treinen, "Networkmetrics: Multivariate Big Data
Analysis in the Context of the Internet®, Featured paper in Journal of Chemometrics
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