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v' Anomaly Detection from Traffic Data
v' Accuracy & Variate Sources

v' Software for CyberSec: Eﬂ

v Pivoting (Specific) ALIEN VAULT OSSIM
v High False Anomalies (Correlation)

SECURITY ONION

v' CyberSec Research = ML
v' Data Fusion (General)
v' High Detection but Semantic Gap

v' Multivariate Statistical Network Monitoring
v' Data Fusion (General)

v High Detection & Diaghosis
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Multivariate approach

In a data set with many measured variables, the interesting
Information is contained in a (much lower) number of latent
variables

Multivariate Statistical Control (PCA)
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Multivariate Network Security Monitoring (MSNM)
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v MSNM: 5 steps from the hay to the needle

NP

. | (1) Parsing

(2) Fusion

(3) Detection

(4) Diagnesis

o (5) De-parsing
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(1) Parsing: Feature-as-a-counter

<![LOG[ SCCM,CONTOSO.COMILOG)!> <time="21:36:59.151 +000" date="03-30-2010" =" Tromtext="" type=’l’ thread="4304"
file="ccmsetup.cpp:4542°>
<![LOG[Updated security on object C\Windows\cemsetup\,JLOG]! > <time="21:36:59.167 -000" date="03-30-2010
type="0"thread="4304" file="ccmsetup.cpp:8849°>

<![LOG[Sending Fallback Status Point message, STATEID="100"]LOG]!> <time="21:36:59.183+000" date="03-30-2010] component="ccmsetupfLontext=""
type="1"thread="4304" file="ccmsetup.cpp:9326°>

<![LOG[State message with TopicType 800 and Topidd {9EBF02F2-54F8-4E7E-8CC1-6982AC49CD9I8) has been sent to the FSPILOG]!

><time="21:36:59.370+000" date="03-30-2010" component="FSPStateMessage” context=""type="1" thread="4304" file= fsputllllb c p
<![LOG[Running as user "SYSTEMILOG]!> <time="21:36:59.370+000" date= 03-30-201' on

file="ccmsetup.cpp:2690°>

<![LOG[Detected 16747 MB free disk space on system drive.]LOG]!> <time="21:36:59.370+000" date="03-30-2010"

type="1"thread="2928" file="ccmsetup.cpp:463°>
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Combine any sources: from low level sensors (e.g. netflow) to high level info

ETsIT By i3 '
ZEN (e.g. correlation rules at SIEM) 7



Universidad
de Granada

6000
D,

BN HEHE
R S R

Vi

Network Engineering and Security Group

University of Granada
José Camacho, Ph.D.

ETSIT

v

(4) Diagnesis
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(3) Diidtadlely
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MSNM creates a normality model for detection (which answers when an

=D anomaly takes place) and diagnosis (in which source/s of info it is detected)
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10000

80001

6000+

40001 | *

2000( | %,

-
500 1000 1500 200

1IDS-03292012-1hr.txt | L

- X
[%*%] [1:2103003:7] GPL HETBIOS SHME-DS Session Setup HTMLSSP unicode asnl overflow attempt [%*] j
[Classification: Generic Protocol Command Decode] [Priority: 3] =
03-29-14:48:31.019982 172.23.0.216:1251 -> 172.23.0.10:445

TCP TTL:128 TOS:0=0 ID:169%96 Iplen:20 DgmLen:1500 DF

sxxlixxxx Seq: 0xAIBI4SBEBO0  Ack: 0=x4522D27D0 Win: 0xFF3A Tcplen: 20

[ref =» http:/7www.microsoft.con/technet security bulletin /HS04-007 . nspx][Xref =>» J
http://cgl . nessus. org-plugins/dumnp . php3?id=12065][Exref =>

http:/7cgl.nessus.org-plugins/dunp. php3?71d=12052][Eref =>

http: /7 cve.mitre.org/cgi-bin/cvenamne.cgi’name=2003-0818][Xref =

http:/7wuw_ securityfocus. com bid 9635][Xref =» http:/ wwv. securityfocus. com bid 9633]

[##] [1:2102466:9)] GPL HETBIOS SHME-DS IPC$ unicode share access [#%]
[Classification: Generic Protocol Command Decode] [Priority: 3]
03-29-14:48:31.024896 172.23.0.216:1251 —-» 172.23.0.10:445

TCP TTL:128 TOS:0=0 ID:1698 Iplen:Z0 Dgmlen:138 DF

*xxlPexx Seq: 0xA9IBIS020 Ack: 0=4522D402 Win: 0=xFDBS Tcplen: 20
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o D [#%] [1:2103003:7] GPFL NETBIOS SMB-DS Session Setup NTHMLSSF unicode asnl overflow attempt [%%]

g . [Classification: Generic Protocol Command Decode] [Priority: 3]

G = 03-29-14:48:32 421373 172.23.0,211:1308 —-» 172.23.0.10:445

o 0 TCP TTL:128 TOS:0=0 ID:1843 Iplen:20 Dgmlen:1500 DF

) o wkuluxu® Seq: 0xA1BADB42 Ack: 0xSD25S6D8 Win: OxFF3A Tcplen: 20

Y— [Xref =» http://www. microsoft.con/technet security bulletin/HS04-007 msp=][dref =>

O O http:/“cgil.nessus.org /plugins/dunp. php3?71d=12065][Exref =>

> © http:/7/cgil . nessus.org/plugins/dunp. php3?id=12052][Eref =>

= E http:/“cve mitre.org/cgi-bin/cvenane.cgl’name=2003-0818][Xref =>

ﬂ 8 http: /7/www.securityfocus. com bid 9635][Aref =» http: swww.securityiocus. com bid 9633] =
(]

=0 : Ay
S S . [For Help, press F1 [ 30| 1[read [owr [Block [sync [Rec [Caps 4

Logs with detailed info of the anomaly are manually identified from the
information provided by MSNM 9
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g— (a) Calibration Set
2
o
2
t TABLE IV " | pip—
3] FEATURES OF THE CALIBRATION AND THE TEST SETS. T
$ § 8r i SMTP
(=] —— —DNS
% Feature Calibration Test :u{ ] HTTR+HTTPS
g =
g'% 5 Capture start 10:52h 03/18/2016  13:43h 07/27/2016 2 [
o< c Capture end 18:27h 06/26/2016  09:27h 08/29/2016 § 4 ] T H FP H
i Attacks start N/A 00:00h 07/28/2016 B Iy Mhhah g ?1 “}ﬂ W.E
S £ Attacks end N/A 12:00h 08/09/2016 E 2\ ‘w‘.wgn et AT
> é Number of files 17 6 z ‘*”*uu' S, e s u wﬁm
'g'z) 8 Size (compressed) 181GB 55GB o ';‘.'_ N —
2 .02) - # Connections =~ 13,000M =~ 3,900M § § § 6;;? §’
O 8.
A (b) Test Set
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Case Study -V

v Features (138, no Fusion)

Variable

#features — values

Source [P

Destination [P
Source port
Destination port

Protocol
Flags
ToS

# Packets in
# Packets out

# Bytes in

# Bytes out

2 — public, private
2 — public, private

50 — specific services, Other
50 — specific services, Other

2014 |IEEE INFOCOM Workshops: 2014 |IEEE INFOCOM Workshop on Security and Privacy in Big Data
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5 — TCP, UDF, ICMP, IGMP. Other

6 —=A S FR PU
3 — 0, 192, Other

5 — very low, low, medium, high,
5 — very low, low, medium, high,
5 — very low, low, medium, high,
5 — very low, low, medium, high,

very high
very high
very high
very high
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v One-class SVM

B. Scholkopf, A. J. Smola, R. C. Williamson, and P. L. Bartlett, “New Support Vector

Algorithms,” Neural computation, vol. 12, no. 5, pp.1207-1245, 2000.
B. Scholkopf, J. C. Platt, J. Shawe-Taylor, A. J. Smola, and R. C. Williamson,

“Estimating the Support of a High-Dimensional Distribution,” Neural Computation, vol.

13, no. 7, pp. 1443-1471, 2001.
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v' Synthetic attacks
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v Real attacks: Detection scores
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v' Real attacks: Diagnosis

Time interval 20160806t2039-20160807t0559
"dport_smtp’ 'in_nbytes_low’ “tcpflags_SYN’ "protocol_tcp’
"tcpflags_PSH’ "in_npackets_low” "—protocol_udp’ "—dport_dns’
‘tcpflags_RST” “srctos_zero’

|

O]

§ Many SMTP short

% connections

£5% Advantage over ML

$20

$5im Diagnosis is useful, but too

complicate!
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v' Real attacks: De-parsing example

Time interval 20160806t2039-20160807t0359
’dpuﬂ_smtp‘l‘in_nb}ftes_lew’ [Icpﬂags_SYN’ "protocol_tcp’
‘tepflags_PSH™ "in_npackets_low™ '—protocol_udp”® "—dport_dns’

‘tcpflags. RST” ’srctos_zero’

MSNM rocks :-) $ nfdump -R $inputs|-t 2016/08/06.20:39:00-2016/08/07.06:00:00
'dst port = 25|or (bytes > 150 and bytes < 1001) ... ' -w Soutputf

MSNM rocks :-) § nfdump -r Soutput -s dstport:p/packets -n 5

Top 5 Dst Port ordered by packets:

Date first seen Duration Proto Dst Port Flows(%) Packets(%)
2016-08-006 20:39:01.448 33657.4306 GRE ' '
2016-08-006 20:40:21.164 33579.712 TCP

2016-08-06 20:39:02.756 33658.236 TCP

2016-08-06 20:39:08.644 33652.352 TCP

2016-08-06 21:00:20.876 .808 TCP

Top 5 Dst Port ordered by packets

Date f1r:_ seen Duration --f_ﬁ Dst Port
; 1:07:01.452 89 6 CGR 0

,.r_l,.l]_r;u -DE-20 )7 27.128 Qf 2 TCP 80

2016-08-20 )7:27.116 70.680 TCP 443

2016-08-20 11 :27.008 83.99¢€

2016-08-20 11:07:01.000
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Number of flows (10°6)
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_— Conclusion- |

MSNM ~ OCSVM In detection.

Good detectionperformance when including real
attacks.

MSNM has diagnosis support = reduces the time
from detection to response.

Unlike other methods, MSNM takes advantage of a
large number of features =» improves Diagnosis

Future work:

v Other sources (Host), MSNM-SIEM, Privacy &
Scalibility, ...
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