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Motivation - I

2
Seguridad en Redes Corporativas: Detectando al Intruso

 Anomaly Detection from Traffic Data

 Accuracy & Variate Sources

 Software for CyberSec: 

 Pivoting (Specific)

 High False Anomalies (Correlation)

 CyberSec Research  ML

 Data Fusion (General)

 High Detection but Semantic Gap

 Multivariate Statistical Network Monitoring

 Data Fusion (General)

 High Detection & Diagnosis 
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Motivation - II

3Seguridad en Redes Corporativas: Detectando al Intruso

Multivariate approach 

In a data set with many measured variables, the interesting 
information is contained in a (much lower) number of latent 
variables

Multivariate Statistical Control  (PCA)
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Multivariate Network Security Monitoring (MSNM)

4Seguridad en Redes Corporativas: Detectando al Intruso

MSNM - I
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 MSNM: 5 steps from the hay to the needle

5Seguridad en Redes Corporativas: Detectando al Intruso

MSNM - II
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MSNM - III
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MSNM - III

Combine any sources: from low level sensors (e.g. netflow) to high level info

(e.g. correlation rules at SIEM)
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MSNM - VI

O1

O2

…

ON

…

V1   V2        …         VM

O1

O2

…

ON

V1   V2        …         VM

MSNM creates a normality model for detection (which answers when an

anomaly takes place) and diagnosis (in which source/s of info it is detected) 
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MSNM - V

Logs with detailed info of the anomaly are manually identified from the

information provided by MSNM



10

N
e

tw
o

rk
 E

n
g

in
e

e
ri

n
g

a
n

d
 S

e
c

u
ri

ty
 G

ro
u

p

U
n

iv
e

rs
it

y
o

f 
G

ra
n

a
d

a

J
o

s
é
 C

a
m

a
c
h

o
, 
P

h
.D

.

10Seguridad en Redes Corporativas: Detectando al Intruso

Case Study - I
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Case Study - II

 Synthetic attacks: DoS, scan, exfiltration (3 types)
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Case Study - III
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Case Study - V

 Features (138, no Fusion)

 One-class SVM
 B. Scholkopf, A. J. Smola, R. C. Williamson, and P. L. Bartlett, “New Support Vector 

Algorithms,” Neural computation, vol. 12, no. 5, pp.1207–1245, 2000.

 B. Scholkopf, J. C. Platt, J. Shawe-Taylor, A. J. Smola, and R. C. Williamson, 
“Estimating the Support of a High-Dimensional Distribution,” Neural Computation, vol. 
13, no. 7, pp. 1443–1471, 2001.
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Results - I

14

 Synthetic attacks
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Results - II

15

 Real attacks: Detection scores

20 Top detections

Top & Synth.

Least agreement
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Results - III

16

 Real attacks: Diagnosis

Many SMTP short 

connections

Advantage over ML

Diagnosis is useful, but too 

complicate!
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Results - IV

 Real attacks: De-parsing example

SPAM campaing

Normal
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Results - V
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Conclusion- I

19Seguridad en Redes Corporativas: Detectando al Intruso

 MSNM ~ OCSVM in detection.

 Good detectionperformance when including real 
attacks. 

 MSNM has diagnosis support  reduces the time 
from detection to response.

 Unlike other methods, MSNM takes advantage of a 
large number of features  improves Diagnosis

 Future work:

 Other sources (Host), MSNM-SIEM, Privacy & 
Scalibility, …
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